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Abstract
Phishing attacks rely on human error to successfully scam individuals. To avoid being scammed,
individuals must identify features of an email which indicate that the email is not genuine. These
features include spelling and grammatical mistakes, suspicious URL links, and unrecognisable
sender addresses. Through repeated exposure, relationships between these features are developed
and stored in long-term memory as cues. Cue utilisation is the individual difference in the
capacity to identify and apply cues. Additionally, time constraints and decision-making
preferences (rational vs intuitive) may impact phishing email detection. The current study
investigates the role of individual differences in phishing susceptibility by examining the
relationships between phishing detection and cue utilisation, time pressure, and decision-making
preferences. Undergraduate psychology students (N = 200) were tested on their ability to detect
phishing emails. Participants were randomly assigned to either a short (7-second) or long (15-
second) time condition and were presented with 60 emails (50 genuine and 10 phishing). After
each email was presented, participants sorted the email into one of ten categories. They were
then asked about how safe they thought it would be to click on the link. Participants also
completed an email version of the decision-making preference scale and a software to measure
cue utilisation in the domain of phishing emails. Results revealed higher cue utilisation, a
preference for rational decision-making, and lower time pressure all predicted greater detection
of phishing emails. Outcomes of this study may help organisations with the development of
cybersecurity training that aims to reduce phishing susceptibility.

Keywords: Phishing Susceptibility, Cue Utilisation, Decision-Making Styles, Time Pressure
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The Individual Differences in Cue Utilisation, Decision Making, and Time Pressure on Phishing

Susceptibility

Background

Phishing is a cyber-attack, usually delivered via email, that attempts to access personal
and confidential information from individuals or organisations. Phishing perpetrators use social
engineering techniques to trick email recipients into providing this information (Ferreira et al.,
2015). Social engineering techniques are ways that perpetrators psychologically manipulate
individuals into performing an action or sharing private information (Ferreira et al., 2015). An
action is typically a response to an email from the phishing perpetrator containing private
information or the user clicking on a fraudulent link. If a victim clicks on a fraudulent link,
phishers may prompt the user for their login details or can also install malware onto a user’s
device, giving them access to personal information including usernames, passwords, bank

details, and other identifying information (Aleroud & Zhou, 2017).

Phishing can lead to financial losses at individual or organisational levels from data
breaches that expose the victim’s private or classified information (Vishwanath et al., 2011).
Successful phishing attacks have also been shown to erode trust in the security of online payment
systems (Vishwanath et al., 2011). Consequently, with the increasing prevalence of electronic
commerce, consumer mistrust in online payment systems can result in large financial losses.
Data breaches will not only cause financial losses from a decrease in electronic commerce traffic
but can also result in the theft of large sums of money from private individuals or organisations

as well. Such consequences of successful phishing attacks have been associated with a financial
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loss of almost $3 million AUD in 2021 (Australian Competition & Consumer Commission,

2021) and up to $1 trillion USD to date worldwide (Bose et al., 2008).

Alongside financial losses, phishing can result in psychological, social, and physical
impacts from the threat to identity security (Jansen & Leukfeldt, 2018). Victims of phishing can
exhibit a reduction in confidence of their online security, self-trust in navigating tasks online, and
the trust held in those around them (Jansen & Leukfeldt, 2018). Psychological and physical
effects can include anxiety, difficulties in concentrating, a lowered self-esteem, and difficulty in

sleeping or sleep loss (Jansen & Leukfeldt, 2018).

Given the negative financial and psychological impacts of phishing attacks, considerable
resources have been devoted towards developing anti-phishing software (Luo et al., 2013; Xu &
Zhang, 2012). Phishing perpetrators are constantly improving their baiting techniques to
penetrate such software. As a result, they are quickly evolving to circumvent updated security
measures and exploit weaknesses in the software to create emails that appear more realistic
(Vishwanath et al., 2011). These applications and technologies designed specifically to filter
phishing emails before they reach the user are unable to identify and suppress every attempt
(McCormac et al., 2018; Vishwanath et al., 2011). Perpetrators take advantage of this by
exploiting human error and cognitive biases to successfully scam individuals (Parsons et al.,
2019; Vishwanath et al., 2011). A report from IBM’s Cyber Security Index revealed that 95
percent of cyber security incidents were ultimately caused by human error (IBM, 2014).
Consequently, humans must act as the last line of defence by discerning between genuine emails

and phishing attempts.
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Phishing emails take advantage of human error and cognitive biases by invoking a sense
of urgency and appeal to authority. This exploits the primary reasons that may cause an
individual to fall victim to a phishing email: limited amount of time, and inattention to various
features and signifiers within the phishing email (Chowdhury et al., 2019; Wang et al., 2012). In
this way, a phishing email is designed to cause the email user to panic and rush their decisions,
influencing them to perform an action like clicking on a malicious link (Chowdhury et al., 2019;
Wang et al., 2012). If individuals were able to relieve time pressures and were better equipped to
identify critical features of phishing attempts to discriminate legitimate from fraudulent emails,
they might have a better chance at detecting when an email is a potential phishing attempt (Allen
et al., 2011; Chowdhury et al., 2019).

Phishing emails take advantage of human error and cognitive biases by invoking a sense
of urgency and appeal to authority. This exploits the primary reasons that may cause an
individual to fall victim to a phishing email: limited amount of time, and inattention to various
features and signifiers within the phishing email (Chowdhury et al., 2019; Wang et al., 2012).
Phishing perpetrators use social engineering techniques to design their emails to cause the email
user anxiety or panic and rush their decisions (Ferreira et al., 2015; Gupta et al., 2017),
influencing them to perform an action like clicking on a malicious link (Chowdhury et al., 2019;
Wang et al., 2012). This reduces the amount of time the user has to examine or question the
email, in turn reducing their likelihood of noticing inconsistencies or atypical features that reveal
the email to be a phishing attack. If individuals were able to relieve time pressures and were
better equipped to identify critical features of phishing attempts to discriminate legitimate from
fraudulent emails, they might have a better chance at detecting when an email is a potential

phishing attempt (Bayl-Smith et al., 2020; Nasser et al., 2020).
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Individual Differences in Phishing Susceptibility

Research conducted on phishing susceptibility has generally centred around demographic
information such as age, gender, and internet usage (Sheng et al., 2010; Moody et al., 2017);
however, conclusions drawn in the literature were found to contradict each other. For example,
investigations into gender differences (Halevi et al., 2013; Jagatic et al., 2007; Sheng et al., 2010)
concluded that women were more susceptible to phishing attacks, which was contradicted by the
findings of negligible differences in susceptibility between men and women by Butavicius et al.
(2017) and Parsons et al. (2019). Phishing susceptibility with age has yielded a similar
occurrence. Some studies found a decreased susceptibility with age (Parsons et al., 2019; Sheng
et al., 2010), while others found no difference (Moody et al., 2017). In the case of internet usage,
Parsons et al. (2019) found that those who are more familiar with computers can better detect
phishing emails. On the contrary, Moody and colleagues (2017) found that a higher frequency in
internet usage made it more likely for an individual to be susceptible to phishing. While there is
little difference found in phishing susceptibility based on age, gender, and internet usage, there is
evidence to suggest that individual differences in cognitive processing, such as cue utilisation
and decision-making preferences, may be better predictors of phishing susceptibility (Bayl-Smith
et al., 2020; Downs et al., 2006; Musuva et al., 2019).
Cue Utilisation

A cognitive process that can help with recognising a phishing email is the ability to
develop and identify patterns or cues from memory (Klein, 2008). Cues develop when features
and events/objects are observed simultaneously on multiple occasions (Wiggins, 2012). When

regularly exposed to associations between features and events/objects, the developed cues are
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stored in long term memory and ready to be accessed once a feature is present, which allows for
less demand on working memory (Brouwers et al., 2016).

Cue utilisation is an individual difference in the ability to develop and use cues (Bayl-
Smith et al., 2020). Individual differences in cue utilisation have been examined in several
domains where quick and accurate identification of cues and their application are vital, such as
driving and air traffic control (Sturman et al., 2019; Wiggins et al., 2012). Individuals with
higher cue utilisation were found to more often correctly identify features related to a task from
an array, such as an environmental scene, and recognise various related features and objects in an
environment, as compared to individuals with lower cue utilisation (Wiggins, 2014). Higher cue
utilisation also enables better discrimination between relevant and irrelevant cues to solve
domain-specific problems and prioritise features essential to a related problem (Wiggins, 2014).
Cue utilisation assists in reducing demands on cognitive load to help individuals make quicker
and more accurate decisions (Brouwers et al., 2016).

More importantly, cue utilisation assists in the rapid identification of important features
(Brouwers et al., 2016; Wiggins, 2014). This would be particularly effective in time-pressured
situations because individuals tend to rely less on information and more on critical features
(Bayl-Smith et al., 2020). When individuals are rushed, they do not have as much time to fully
evaluate all of the features in an email (Chowdhury et al., 2019). Consequently, this leads to
overlooking critical features that make a phishing email detectable. As speed is an essential
feature of successful identification in time-pressured situations, those with higher cue utilisation
may be able to identify the critical features and patterns that comprise a phishing email in a

shorter period of time than individuals with lower cue utilisation (Chowdhury et al., 2019).
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Therefore, individuals who have higher cue utilisation should not be as negatively impacted by
time pressure compared to those with lower cue utilisation.
Cue Utilisation in Phishing

In detecting phishing emails, features such as spelling and grammatical mistakes,
suspicious URL links, and unrecognisable sender addresses may unconsciously activate the cues
for identifying potential phishing emails (Parsons et al., 2019). An individual with higher cue
utilisation should be able to better discriminate between relevant and irrelevant features that may
lead to the successful detection of a phishing email (Klein, 1993; Nasser et al., 2020). Cue
utilisation aids in the process of identifying important features (e.g., suspicious URL or sender’s
address, spelling/grammatical mistakes) and matching this pattern of features with those seen
previously in phishing emails. This process typically results in more timely and accurate
judgements (Bayl-Smith et al., 2020). For example, a feature in a phishing email may be a
phishing URL link in the form of a link button that can include prompts such as ‘click here’ or
‘read more’ that leads to the next stage of the phishing attack. This next stage could be malware
that is automatically downloaded onto the computer, or the user might be taken to a website
appearing to be the organisation’s genuine website with a prompt for their login details. Higher
cue utilisation could detect these features from past experience and prevent the next stage from
being initiated.

In phishing, cue utilisation should be able to aid the ability to rapidly identify features
that are characteristic of phishing emails. This should also be able to help in situations where
time pressure is an issue. Individuals may receive large numbers of emails daily, which increases
the pressure to read and classify emails in short periods of time. In order to address this time

pressure, users might need to rely on a limited number of features when categorising emails.
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Cue-based processing facilitates quick and accurate evaluations based on a limited number of
features (Lansdale et al., 2010). Cue utilisation should be able to aid in more accurate recognition

of phishing emails when under time pressure situations.

Decision-Making Styles

Individuals differ in how they prefer to make decisions. Some may prefer to rely on their
gut instincts or feelings, while others may prefer to consider all of the information before making
a decision. The process of decision-making depends on situational factors and individual
differences. A useful distinction between the different modes of decision-making was proposed
by Kahneman (2003) as a dual processing theory. This theory labels the rapid, instinctual,
subconscious decisions associated with automatic heuristics as being made by System 1, or
intuition, and slower, deliberate, conscious decisions by System 2, or rationality (Kahneman,
2003).
Intuitive Decision Style

System 1, which will be referred to as intuition, is an automatic response that is processed
through feelings and first impressions. Intuitive processing uses heuristics or cognitive shortcuts
that are used to simplify complexities (Kahneman & Tversky, 1973; Shiloh et al., 2002). While
Kahneman argues that intuition uses these heuristics that are prone to errors from bias, Klein
discusses intuition in the domain of expert intuition (Kahneman & Klein, 2009). Experts are fast,
require less information, demonstrate a superior working memory, and have an awareness of

meaningful patterns of information (Persky & Robinson, 2017). According to both Kahneman
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and Klein, intuition comes from learning from past experiences and is applied when similar
experiences are presented (Pachur, 2015; Kahneman & Klein, 2009). Kahneman (2003) has
discussed that intuition is formed when there are rules in an environment that can be learned,
when being continuously exposed to the environment and practice is reinforced, and by receiving
immediate feedback. The disadvantage of an intuitive decision style is that the heuristics that are
used could be prone to bias and trusting our initial instincts can lead us to make poor or error-
prone decisions (Kahneman & Tversky, 1973). Kahneman (2003) argues that because the world
has many inconsistencies, it is difficult to predict or have a correct intuition about it.
Rational Decision Style

System 2 processing, which will be referred to as rationality, is a deliberate, effortful, and
conscious form of processing that allows for more thought to be placed on making a decision
(Kahneman, 2003). With rationality, more mental effort, time, and attention is needed when
attending to a task (Kahneman & Tversky, 1973). Rational processing is useful for tasks that
require more mental effort, such as solving a mathematical equation or problem-solving. A
person with a preference for a rational decision style may be able to notice details of an
environment or event that may be missed by an intuitive decision style. The disadvantage of
System 2 processing is that at times, there may not be enough time or information available to be
able to make a deliberate decision. This can be the case if there is an emergency or a quick
reaction time is needed, such as a fire or a medical emergency. In time-pressured scenarios just
like these, System 2 processing would not be as helpful but could instead be detrimental because

a quick decision needs to be made.
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Decision Making Styles and Phishing Detection

The quick processing of information is handled by intuition, allowing the user to perform
tasks while spending less time reading and sorting emails. Phishing perpetrators depend on users
to disregard a rational decision-making style (Xu et al., 2012). A person with a preference for
intuitive decision-making may be less likely to examine all features of an email before making a
decision, and therefore may be more likely to overlook irregularities or suspicious features. If a
user notices irregularities in an email, a person with a preference for rational decision-making
might be more likely to investigate the email further. An individual may prefer a rational
decision-making style when more deliberate or conscious processing of a situation is needed. For
instance, in the event of a detection of novel or suspicious features in an email, a careful
consideration of a response will be necessary (Evans & Stanovich, 2013).

Rational decision-making is more useful when checking for biases that enter with
intuitive decision-making. However, because much effort is needed when utilising a rational
decision-making style, more time may be needed and fewer distractions can take place for it to
be effective. This may not be possible, though, if an individual is looking through a large number
of emails in a short period of time (Chowdhury et al., 2019).

Time Pressure and Decision Making Style

Individuals who use email frequently to communicate with colleagues or external
organisations may receive a multitude of emails every day. Each email may need to be tended to
in short periods of time due to the high volume of emails and the expectation of a quick
response. An individual who prefers a more intuitive decision-making style can make decisions
quickly without having to consciously think about it; however, that does not mean that they do so

effectively. Individuals who prefer a more rational approach may notice important features of a
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phishing email if given a sufficient amount of time. The more deliberate and slow nature of
rational decision-making may therefore be affected by time pressure. On the other hand, using
this style of decision-making with more time should result in greater accuracy in the detection of
phishing emails.

When under time pressure, all participants, regardless of whether they have more or less
of a preference for a decision style, should be forced to use an intuitive decision-making style. If
this is the case, with a shorter time condition and greater time pressure, decision-making
preference should not have an impact on performance because everyone is using the same
decision-making style. When there is more time and less pressure, individuals should be able to
use their preferred decision-making style. Thus, individuals with a preference for rational
decision-making should be able to detect phishing emails with greater accuracy than those who
prefer intuitive decision-making when given more time, whereas, individuals would be expected
to perform similarly with a shorter time condition. Training programs may use the influence of
time pressure on decision-making styles by influencing those who prefer intuition to use a more
rational style.

Cue Utilisation and Decision Styles

Herbert Simon (1992) defines intuition as the recognition of patterns and the ability to
make use of them in relevant contexts. Some individuals prefer an intuitive decision style even
though they may have a limited amount of information, while others prefer to think about
possible alternatives before making a decision. Cue utilisation is an individual’s capacity to
develop and use cues, which can be helpful when needing to make quick decisions (Brouwers et
al., 2018). One can prefer an intuitive decision-making style but may not have developed the

cues or patterns in memory to be able to make accurate decisions.
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Intuition may only operate effectively by relating features and patterns to cues stored in
long-term memory from past experiences, as proposed in the recognition-primed decision model
(Klein, 1993; Pachur et al., 2015). If an individual were to see an email that appears to be from a
genuine organisation, someone who prefers an intuitive decision-making style may not question
its legitimacy if they do not have phishing cues stored in their memory. While on the other hand,
someone who prefers a rational decision-making style might have a closer look at the details of
the email to assess its legitimacy. However, if they do have cues related to phishing detection,
those with higher cue utilisation should be able to detect the most important features and
therefore make more accurate decisions if they prefer intuition (Nasser et al., 2020).

Previous research has examined decision-making styles in domain-specific settings,
however, they were not able to evaluate participants’ ability to make accurate decisions (Parchur
et al., 2015). Therefore it may be useful to examine the relationship between whether a person
has a preference for intuitive decision-making and whether they are able to accurately make
decisions using that type of processing.

Current Study

The aim of the current study is to examine how cue utilisation, decision style preferences,
and time pressure will influence an individual’s ability to detect phishing emails. Phishing
detection performance was measured with an email sorting task where participants viewed a
sequence of email stimuli that were either genuine or had features of a phishing email embedded
within them. The email stimuli were shown with two different time durations, where participants
were shown the sequence of email stimuli for either 7 seconds or 15 seconds. After each time
sequence was complete, participants were then required to sort the email into 1 of 10 categories,

with one of the categories being phishing. Decision style preferences were measured on a
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continuum for a preference of intuition when deciding to click on a link within an email. Cue
utilisation was measured by a platform designed to test participants’ abilities to detect features
through identification, recognition, association, and discrimination.

Hypotheses

Hypothesis 1: It is hypothesised that participants with higher cue utilisation will have a
greater preference for intuitive decision-making over rational decision-making compared to
participants with lower cue utilisation.

Hypothesis 2: It is hypothesised that participants who score higher on cue utilisation will
be better able to detect phishing emails than those with lower cue utilisation.

Hypothesis 3: It is hypothesised that participants with higher cue utilisation will be able
to detect phishing emails more accurately than those with lower cue utilisation when emails are
presented for 7 seconds, whereas when emails are presented for 15 seconds there will be a
smaller difference in performance between those with higher and lower cue utilisation.

Hypothesis 4: It is hypothesised that for participants with higher cue utilisation, a
preference for intuitive decision-making will be positively associated with the ability to detect
phishing emails, whereas for participants with lower cue utilisation a preference for intuitive
decision-making will be negatively associated with the ability to detect phishing emails.

Hypothesis 5: It is hypothesised that for participants in the 7 second time condition, there
will be no significant relationship between decision-making preference and the ability to detect
phishing emails, whereas, in the 15 second time condition, there will be a negative association

between a preference for intuitive decision-making and phishing detection performance.



INDIVIDUAL DIFFERENCES IN PHISHING SUSCEPTIBILITY 23

Method

Participants

A total of 200 participants took part in the study. Participants who did not complete the
second part of the study, EXPERTise 2.0 (Phishing Edition), were excluded from the data
analyses. The final sample consisted of 188 participants (141 Female, 47 Male), from ages 17 to
55 (M =20.41, SD = 5.25). Participants were first-year psychology students enrolled in Semester
1 2021 at the University of Adelaide recruited using the SONA system and were required to be
fluent in English. Students who participated in the study were granted course credit upon
completion.
Materials
Demographic Questions

Demographic questions included age in years, gender (Female, Male, Other/Prefer Not to
Say), and the length of time spent using a computer per day in hours.
Email Sorting Task

The email sorting task and EXPERTise 2.0 were completed remotely on participants’
personal devices. The email sorting task was hosted on the Qualtrics platform. Participants were
told to imagine that they were the personal assistant to a “Professor Alex Jones” from the
Department of Psychology at the University of Adelaide. As Professor Alex Jones’ personal
assistant, participants were to examine emails that he received and assigned them to one of ten
categories. These categories included Urgent, Teaching, Research, Banking, Online Purchases,
Social Media accounts, Official, Spam, Phishing, and Miscellaneous.

Before the task began, participants were given instructions, including an image that

demonstrates how to hover over the links given in the stimuli. Participants were shown 60 emails
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in total. The emails contained 15-100 words and all contained a URL for consistency. Seventeen
of the stimuli had URLSs in the body of the email and 43 of the stimuli had a URL embedded in a
‘prompt button’ (e.g., ‘CLICK HERE’). Participants were able to hover over the ‘prompt button’
to display the associated URL. Eleven out of 60 emails were phishing. The 10 phishing emails
were created by replacing the URL from the original emails with a URL from an actual phishing
email. For 5 of the phishing emails, spelling and grammatical errors and unusual sender’s
addresses were added. For 6 of the phishing emails, the email appeared genuine, only the
phishing URL replaced the original URL.

Participants were randomly assigned to either a short or long time condition. Participants
in the short time condition were presented with each email for 7 seconds, while those in the long
time condition were presented with each email for 15 seconds. During the email stimuli
presentation, a countdown timer indicated how much time they had left to view the email. Once
the time interval was completed, the email stimulus was removed and participants were
prompted to sort the email into one of ten categories, with one of the categories being phishing.
The other nine categories were included as a distraction to reduce priming effects. The ability to
detect phishing emails was operationalised as the number of correctly classified phishing emails.
Control Measures

Below the instructions, participants were told that 1 in 6 of the emails they encounter
would be a phishing email (an email that is fraudulent or malicious). On the following page, they
were quizzed on whether they read the instructions carefully by asking how many of the emails
they were told would be phishing. This was done to ensure that participants did not presume that
every email would be phishing in the case that they recognised the intention of the study and to

reduce priming effect.
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Measures
Decision Making Style Scale

Participants were asked to rate their decision making styles when deciding to click on a
link in an email. This was done on a Likert Scale (1= Strongly Disagree, 5= Strongly Agree).
There were 10 statements, where 5 of the statements indicated an intuitive preference and the
other 5 statements indicated a rational preference.

The decision making style scale used in this study was adapted from a scale developed
and validated by Hamilton and colleagues (2016), which resulted in 10 items that captured a
range of rational to intuitive styles of decision making. The scale has support for dimensionality
and reliability which was demonstrated by a factor structure and high internal consistency
(Hamilton et al., 2016).

The decision making scale in this current study was adapted to create a version tailored to
deciding whether to click on a link in an email. There were 10 statements in total, 5 relevant to
rational decision making and 5 relevant to intuitive decision making. An example of a rational
decision making item is, “I prefer to gather all the necessary information before deciding
whether to click on a link in an email”, while an example of an intuitive decision making item is,
“When deciding whether to click on a link in an email, I rely mainly on my gut feelings”. Each
statement was rated on a Likert Scale ranging from 1 (Strongly disagree) to 5 (Strongly agree).
The final scores were out of a total of 25 for rational and a total of 25 for intuitive. For example,
if a participant scored 19 out of 25 for the rational items and 5 out of 25 for the intuitive items,
they would be considered having a high preference for rational decision making. To account for
decision making as part of a range of a preference for a certain style, the final scores were

standardised and added on a continuum of intuitive decision making, with a score of -5 having a
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greater preference for rational decision making and a score of 5 having a greater preference for
intuitive decision making.
EXPERTise 2.0 (Phishing Edition)

The EXPERT Intensive Skills Evaluation (EXPERTise 2.0) Phishing Edition was used to
measure cue utilisation (Bayl-Smith et al., 2020; Wiggins et al., 2015). The phishing edition of
EXPERTise consists of 4 tasks: a Feature Identification Task (FIT), a Feature Recognition Task
(FRT), a Feature Discrimination Task (FDT), and a Feature Association Task (FAT).

Feature Identification Task (FIT). In the FIT, participants are instructed to identify
features in an email as quickly as possible. Participants were presented with 10 scenarios that
included a phishing email in each scenario. When the email was presented, participants were
required to click on the area that peaked their suspicion or click on a button labelled
“Trustworthy Email”. This task was measured based on response latency, where lower mean
response latency is associated with higher cue utilisation (Bayl-Smith et al., 2020; Loveday et al.,
2014; Wiggins et al., 2003).

Feature Recognition Task (FRT). In the FRT, participants are presented with phishing
stimuli for short periods of time and must categorise them. This task included 20 email stimuli,
10 being genuine emails and 10 being phishing emails. Each email was presented for 1000ms
and participants were immediately asked to categorise the email as either “Trustworthy”,
“Untrustworthy”, or “Impossible to tell”. FRT measures the ability to extract important
information in an extremely short amount of time. A greater number of correct classifications is
generally associated with higher cue utilisation (Bayl-Smith et al., 2020; Loveday et al., 2014;

Wiggins et al., 2003).
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Feature Discrimination Task (FDT). In the FDT, participants are presented with two
email scenarios relating to a problem and based on that information, they must select a course of
action, with one of the options being ignoring the email. Participants are shown a list of 11
features from the scenario and are then asked to rate the importance of each feature when
deciding on their response. The features included factors that are related to a work environment
and email such as “your boss’ anger” or “the sender’s email address”. The rating of importance
ranged from 1 (Not important at all) to 10 (Extremely important). Greater variance in feature
ratings is generally associated with higher cue utilisation (Bayl-Smith et al., 2020; Weiss et al.,
2003; Pauley, 2009).

Feature Association Task (FAT). In the FAT, participants are shown two phishing-
related phrases or words and must rate their perceived relatedness. Participants are shown 14
pairs of phrases/words that relate to computers and phishing such as “Email” and “Malware”.
Each stimuli pair is presented simultaneously for 2000ms, and after, participants are asked to rate
the perceived relatedness of the phrases/words on a scale ranging from 1 (Extremely unrelated)
to 6 (Extremely related). Greater mean-variance in ratings by being able to select the perceived
relatedness in a short amount of time is generally associated with higher cue utilisation (Bayl-
Smith et al., 2020; Morrison et al., 2013).

Procedure

This current study received ethics approval from the subcommittee in the School of
Psychology at the University of Adelaide (Ref no: 20/39). The study was posted in the SONA
Research Participation System for first-year psychology students to access the link to the online
study. Participants were presented with the information sheet and provided electronic consent to

participate in the research and were informed that they could withdraw from further participation
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in the research at any time without consequence. Participants completed the email sorting task,
followed by the decision making scale, and completed the study with EXPERTise 2.0 (Phishing
Edition).
Results

Overview of Analyses

This study used a 2x2 quasi-experimental design. The dependent variable was
participants’ ability to detect phishing emails, while the between-subject independent variables
were cue utilisation typology (higher vs lower) and time pressure (7 vs 15 seconds). Additionally,
decision making preference (rational vs intuitive) was the continuous independent variable. The
data analyses were conducted on the IBM Statistical Package for Social Sciences (SPSS
Statistics), Version 27.
Data Reduction

The data from the Email Management Task and EXPERTise 2.0 (phishing edition) was
reduced. The cue utilisation typologies indicate either a higher or lower ability for cue utilisation
(Sturman et al., 2019). The data from the four EXPERTise 2.0 tasks (FIT, FAT, FDT, FRT) were
reduced per the standard method of categorising participants into two typologies (Brouwers et
al., 2017, Loveday et al., 2013). The standard method of classifying the two typologies is done
by conducting a cluster analysis using standardised z-scores for each of the four EXPERTise
tasks.
Decision Making Style Preferences

The scores for each of the two decision making style scales were converted to

standardised z-scores, and the difference between intuitive and rational z-scores was calculated.
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More positive scores indicated a greater preference for intuitive decision making, while more
negative scores indicated a greater preference for rational decision making.
Phishing Detection Scores

The phishing detection performance was the dependent variable that measured
participants’ ability to recognise a phishing email. Phishing detection performance was
operationalised as the ability to identify the emails that contained a phishing URL as well as all 3
features of a phishing email (illegitimate sender address, spelling/grammar mistakes, and a
phishing URL) which can both be seen in Appendix A. The measures evaluated the number of
phishing emails participants’ correctly categorised with scores ranging from 0 to 10.
Data Analysis
Establishing Typologies

To establish cue utilisation typologies, a k-means cluster analysis was conducted to
classify participants into a higher or lower typology based on performance on the four
EXPERTise tasks (Sturman et al., 2019; Wiggins et al., 2014). Prior to the cluster analysis, the
scores for each task were first converted into standardised z-scores. With the standardised scores,
the cluster analysis created two separate typologies for higher and lower cue utilisation. The
results yielded 100 participants in the higher typology and 88 participants in the lower typology.
Those with higher cue utilisation had greater mean-variance and faster time in FAT, greater
variance in FDT, lower mean response latency in FIT, and greater accuracy in FRT. Table 1

shows the summary of the cluster analysis for cue utilisation typologies.

Table 1.
Participant cluster means for tasks from EXPERTise 2.0 (Phishing Edition).

Typology
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EXPERTise 2.0 (Phishing Edition) Tasks Higher Lower
(n=100) (n=388)
Feature Identification Task -.32% 37*
Feature Recognition Task S -.58%*
Feature Association Task S52% -.60*
Feature Discrimination Task S53%* -.61%*

Significance level * p < 0.001

Hypothesis Testing

A 2x2 between-subjects Analysis of Covariance (ANCOVA) was used to examine
Hypotheses 2, 3, 4, and 5 and an independent samples t-test was used to examine Hypothesis 1.
The between-subject variables in the ANCOVA were cue utilisation (higher vs lower), exposure
time (7 vs 15 seconds), and the continuous variable of decision making style preference (rational
to intuitive). The dependent variable measured was performance on correct phishing detection.

The assumptions of normality were met when looking at the histograms of residuals,
supported by non-significant Shapiro-Wilk tests. Levene’s Test of Equal Variance also revealed
no significant difference in each group’s variance, which shows that the assumption of equal
variance was met.

Hypothesis 1: Participants who scored higher on cue utilisation (M = -0.29, SD = 1.78) have a
greater preference for rational decision making, whereas, those who scored lower on cue
utilisation (M= 0.33, SD = 1.33) have more of a preference for intuitive decision making, #(189)

=-2.702, p = .008. This does not support the hypothesis that those with higher cue utilisation
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would have more of a preference for intuitive decision making, however, this indicates that there
is a significant relationship between higher cue utilisation and rational decision making.
Hypothesis 2: There was a statistically significant main effect of cue utilisation on phishing
detection scores, F(1, 177) = 5.037, p = .026, n* = .028. Averaged across time conditions,
participants who scored higher on cue utilisation (M= 3.74, SD= 2.67) were better able to detect
phishing emails than those who scored lower on cue utilisation (M = 2.76, SD = 2.65). This
supports the main effect hypothesis of cue utilisation on phishing scores.

Hypothesis 3: There was no significant interaction found between high cue utilisation and time
conditions in phishing performance, F(1, 177) = 0.090, p = .765, n* = .001. The absence of an
interaction can be seen in Figure 1. However, the main effect of time pressure was found to be
significant F(1, 177) = 29.57, p <.001, n? = .143. Participants in the 15 second time condition
(M =4.34, SD = 3.00) were better able to detect phishing emails than participants in the 7
second time condition (M = 2.24, SD = 1.86), indicating that having more time to assess an
email is beneficial in detecting if it is phishing.

Figure 1.

Results for an interaction effect between cue utilisation and time pressure on correct phishing
detection.
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Hypothesis 4: There was no significant interaction found between cue utilisation and decision
making preference in phishing detection performance, F(1, 177) = 0.244, p = .622, v’

=.001. However, decision making preference had a significant main effect F(1, 177) =3.993, p
=.047,* = .022. There is a negative association between an intuitive preference and correct
phishing detection (B = -.21), indicating that a greater preference for intuitive decision making
was associated with a decreased ability to detect phishing emails.

Hypothesis 5: There was no significant interaction found between time pressure and decision
making preference in phishing detection performance, F(1, 177) =.320, p = .572, n* = .000. This
suggests that the difference in phishing detection performance between participants with more of
a preference for intuition or more of a preference for rationality was not affected by which time
condition they were in. Thus, participants in the longer time condition did not have a
significantly greater difference in phishing detection scores between those who prefer intuitive or

rational decision making.
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Discussion

Overview

The aim of this study was to examine whether exposure to different levels of time
pressure and individual differences in both cue utilisation and decision making style preferences
would affect an individual’s ability to detect phishing emails. The results revealed that the main
effects of cue utilisation, decision making preference, and time pressure have a significant impact
on phishing detection performance. However, there were no interactions found between cue
utilisation and decision making, cue utilisation and time pressure, and time pressure and decision
making on phishing detection performance.
Cue Utilisation and Phishing Detection

Hypothesis 2 was supported with the main effect being found for cue utilisation on
phishing detection performance. This finding aligns with research conducted by Bayl-Smith and
colleagues (2020), where they found that having higher cue utilisation would be a significant
predictor of identifying features of a phishing email. These findings support the notion that
individuals who have higher cue utilisation are better able to identify features that are not typical
of expected patterns in a genuine email, which enables them to generate accurate assessments of
a situation (Bayl-Smith et al., 2020). Finding a main effect for cue utilisation on phishing
detection performance indicates that there are individual differences in cognitive processes in
how users approach emails (Bayl-Smith et al., 2020). Phishing perpetrators rely on users to
create inaccurate mental representations of the situation for them to successfully perpetrate a
phishing attack, therefore developing accurate mental models through cue utilisation is
beneficial. Accurate mental models can be developed through training such as Klayman’s (1988)

cue discovery, which facilitates the acquisition of domain-specific cues with the use of
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simulation training. This type of cue-based training may assist in the attainment of features and
patterns to develop cues related to phishing emails.
Decision Making Preferences and Phishing Detection

The main effect of decision making preferences on phishing detection performance
showed having more of a preference for intuitive decision making resulted in a decreased ability
to detect phishing emails. This decrease in performance by showing a preference for intuitive
decision making is supported by Kahneman’s theory on heuristics and biases, where quick,
automatic thought processes may have a greater tendency to result in error (2003). An example
of this is the “fast and frugal” heuristic that allows for making decisions with limited information
(Kahneman & Tversky, 1973). By taking advantage of this heuristic, an individual may develop a
skewed view of reality with the presence of biases. In the case of phishing emails, phishing
perpetrators will design emails to imitate genuine emails, which is then able to skew the world
view of an email recipient and trick them into believing the email is genuine (Zhang et al., 2017).
Vishwanath and colleagues (2011) have also shown that this type of intuitive decision making
can cause an increase in phishing susceptibility. Klein (1993) argues that expert intuition would
result in the ability to quickly process and identify relevant information, this is likely not the case
in the current study because participants, being undergraduate students, have likely not been
exposed to high volumes of emails on a frequent basis to develop a sense of expert intuition.
Even if they had, it may be the case that they have not been exposed to many phishing emails
and they may not know what features or patterns to look for to intuitively identify a phishing
email.

Although Kahneman argues for scepticism in intuition, Kahneman (2003) supports the

idea that intuition could be developed from effortful practise and exposure. However, that
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effortful practice would initially require an effortful and rational decision-style before being able
to use an automatic and intuitive decision-style to achieve greater accuracy (Kahneman, 2003).
Kahneman (2003) also argues that intuition needs to be delayed for as long as possible to gather
as much information as possible, and only when enough information has been gathered to move
forward with the decision. It is also suggested to act on intuition alone when the evidence has
been carefully considered (Kahneman, 2003). In other words, it is more beneficial to use a more
deliberate mode of decision making such as the rational decision making preference in the
scenarios presented in this study (Kahneman, 2003).
Cue Utilisation and Decision Making Styles
Previously, it was thought that, due to the ability to rapidly detect features, individuals who have
higher cue utilisation would prefer the automaticity that comes with an intuitive decision making
style. However, a significant relationship was found between cue utilisation and decision making
style, which showed that those who scored higher on cue utilisation have a greater preference for
rational decision making. Although this does not support the initial hypothesis, this is an
interesting relationship as the participants who score higher on cue utilisation still prefer a more
careful and deliberate style of decision making despite having the capacity to quickly identify
features that would be expected with a preference for intuitive decision making.
Interaction Between Decision Making Preference and Cue Utilisation on Phishing
Detection

A hypothesis was made that there would be an interaction between having a preference
for intuitive decision making and exhibiting higher cue utilisation, since those who have higher
cue utilisation should be able to identify and apply relevant and irrelevant cues quickly and

possibly intuitively (Kahneman & Klein, 2009). However, the results did not support this
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hypothesis and no significant relationship was found. The lack of a significant relationship
indicated that there was no difference in phishing detection performance regardless of the cue
utilisation typology and decision making preference. Although individuals may prefer to make
decisions quickly and with less consideration, they may not have the necessary skills or feature-
recognition available to to rely on their intuition to make correct judgements.

Intuition may be useful in situations with less time to make a decision, however, it does
not mean the decision will be accurate. Cue utilisation may be useful in such time-sensitive
situations. If individuals are better able to develop their cue utilisation through cue-based
training, perhaps their intuition could be used more effectively. Better cue utilisation could be
achieved through training with frequent exposure to examples of phishing emails among
authentic emails, similar to what is done in this study.

Furthermore, an individual’s self-reported preference for a decision making style is not an
indication of their effectiveness with that style being applied to certain tasks. An individual may
even be aware of their poor performance at certain tasks with a style of decision making, and yet
still prefer that style. They may even have a preference and be aware of their poor performance,
and deliberately enacted an alternate style when performing the email sorting task.

Time Pressure and Phishing Detection

The main effect of time pressure was also found to be significant. This supports the
hypothesis that participants in the shorter time condition had a reduced ability to detect phishing
emails compared to those who were exposed to the longer time condition. This suggests that
imposing time pressure makes it more difficult to detect a phishing email because there is less

time to discern all the features. Specifically, the participants in the shorter time condition may
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not have been able to correctly identify the phishing emails with high accuracy due a lack of time
available to inspect the URL link embedded in the emails.

The finding of time pressure significantly affecting phishing detection performance is
supported by previous research done by Chowdhury and colleagues (2019). They found that a
greater time pressure with a shorter time interval leads to poorer decision making with regards to
cybersecurity behaviours (Chowdhury et al., 2019), suggesting that allocating a sufficient
amount of time and minimising time pressure when reading emails is vital in reducing phishing
susceptibility.

Interaction Between Cue Utilisation and Time Pressure on Phishing Detection

Despite hypothesising that an interaction would be found with participants who score
higher on cue utilisation performing better at detecting phishing emails in the shorter time
condition, no significant relationship was found. The main effect of cue utilisation across both
time conditions indicates that participants with higher cue utilisation are better able to detect
phishing emails. Similarly, the main effect of time pressure reveals that having more time is more
advantageous than less time in detecting phishing emails. However, participants with higher cue
utilisation and lower cue utilisation performed the same as they usually would, regardless of
which time condition they were in. This suggests that although having higher cue utilisation is
expected to be particularly useful in time pressure situations, it was found that there is no
difference in how they usually perform compared to those with lower cue utilisation.
Interaction between Decision Making Preference and Time Pressure on Phishing Detection

It was hypothesised that participants in the 7 second time condition would show no
significant difference between decision making styles and the ability to detect phishing emails,

whereas in the 15 second time condition participants would show a negative association between
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a preference for intuitive decision making and phishing detection performance. The main effect
of intuitive decision preference on phishing detection performance indicates there was a negative
relationship across both the shorter and longer time conditions. However, the interaction between
decision making preferences and time pressure was not found to be significant. A preference for
intuitive decision making has a negative impact on all participants, regardless of time conditions.
While this supports the second half of the hypothesis, the overall hypothesis is not supported and
the previously assumed idea that rational decision-makers may be forced to use an intuitive
decision making style in the 7-second time condition is not supported. It may be the case that
those who prefer a rational decision style were still able to use their preference in deliberative
processing, despite not having the time to think slowly.

Individuals who demonstrate a preference for rational decision making may rely on their
conscientious and deliberate nature to make decisions, while having a limited amount of time
(Evans et al., 2013; Hamilton et al., 2016; Kahneman, 2003). Although it was previously
assumed that having less time would force intuitive processing to initiate, despite their reported
preferences, participants have seemingly not changed the way their decisions were made.
Regardless of the decision making style used, their final decision was forced to be made within
their allocated time limit.

Implications of Findings

The findings of this study suggest that it is vital to take the time to use a slow, deliberate,
and rational mode of decision making when approaching emails. Therefore, it could be beneficial
for organisations to enact decision training where individuals are encouraged to use a more

proactive approach (Siebert et al. 2021). This study has also confirmed that there are indeed
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individual differences in the way that people approach emails and make decisions about what
features are important and unimportant when looking at emails.

The findings of this study could also be used to promote safe email sorting within
organisations by implementing training that demonstrates the consequences of falling victim to a
phishing attack and preventative measures that individuals can take. Training can include the use
of EXPERTise 2.0 (Phishing Edition) and the adapted decision making scale to reveal a person’s
susceptibility through their cue utilisation typology as well as their decision making preference
when approaching emails. Email sorting training can then be tailored toward users' level of cue
utilisation and preference in decision making style relevant to phishing detection. As this study
also reveals that time pressure of a matter of seconds can lead to poor phishing detection, the
time condition can be factored into training. Since it is in an email user’s best interest to ensure
enough time before taking action within an email (i.e., clicking on a link), training can condition
users to be patient and ensure they use more time.

Organisations can further promote greater cyber security by focusing on a two-way
understanding between email senders and receivers. Cue utilisation can become more effective if
receivers are familiar with features and patterns from legitimate emails within the organisation
and senders can ensure their emails do not contain features of potential phishing emails like
spelling/grammatical errors or suspicious URLs that trigger cues. An example of this could be
the inclusion of a footnote required in emails sent from the organisation with statements that they
never ask for bank details or confidential information. Receivers could also be encouraged to
confirm the authenticity of the email with an independent source. Secure emailing practice can
be promoted in this way through the implementation of decision making training and educating

users about the use of cues. Greater security can also be promoted with frequent reminders of
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important features to pay attention to in an email, such as looking at the sender address,
inspecting for spelling and grammar mistakes, if there is a link attached to the email with a
prompt to click on it, and importantly to be sceptical of the link before clicking.

A reason for less accurate email sorting for users with a preference for intuitive decision
making is that participants were not experts at emailing. In other words, as undergraduate
students, they are likely to not have been exposed to high volumes of emails on a daily basis with
a great deal of time pressure. As Klein (1993) suggests, expert intuition stems from domain-
specific experience, and because participants may not have developed expert intuition in the
domain of emailing, this may explain the result of inaccurate phishing detection for those with a
preference for intuition over rational. Including a larger, more diverse sample of participants
from different educational domains such as information technology or computer science, where
they may have a better understanding of what features and patterns to pay attention to and have
developed the relevant cues, may yield different results. It could also be helpful to have a team of
experts send out an email that is suspicious and monitor responses and actions to it, which is
done in large organisations to test cyber security. However, human error can also occur in
professionals that are meant to be experts or at least highly exposed to a certain activity, and they
too can benefit from additional education and training as phishing perpetrators evolve in their
attempts.

Strengths

The strength of the study is found in its design, which led to its ecological validity. The
email sorting task was created to be as close to an authentic email environment as possible by
including a wide variety of email categories and subjects as well as having a large number of

stimuli to replicate the multitude of emails an individual may receive in their inbox. Additionally,
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since participants were not in an actual email application, they were still given the freedom to
explore important features of an email such as hovering over a link to see where a URL button
may be leading to. This feature was added to give the user more information in their decision
making process regarding the validity of an email to further add to its authenticity. Furthermore,
the online nature of the study allowed for comparable engagement and distractions to a real-life
email sorting environment. Previous studies have designed and sent out real-world phishing
emails to participants without their prior knowledge, as discussed in a review of phishing studies
(Parsons et al., 2015). Although this was useful for assessing responses to phishing emails, the
generalisability of those responses were limited to the one category of email, being phishing.
Therefore, this current study’s use of a variety of features and email subjects allowed for the
evaluation of participant’s attention to the critical features within the phishing email.

Another strength of the study was that participants were told at the beginning when
reading instructions for the email sorting task that 1 in 6 of the emails would be phishing, in
order to prevent a priming effect if participants knew the true intention of the study and thought
every email was a phishing email. Parsons and colleagues (2015) found that when participants
are primed for phishing emails, they are more likely to pay attention to cues relevant to phishing.
This is also supported by Kahneman & Tversky’s (1973) notion of the framing effect where
information is influenced by the context or environment in which it is presented. This suggests
that anti-phishing training programs should continuously prime individuals in their personal and
professional lives to consider phishing when assessing emails until they have developed higher
cue utilisation towards phishing detection.

The addition of the decision making scale adapted for emails is a novel contribution to

research conducted on phishing susceptibility. Although Downs et al. (2006) also examined the



INDIVIDUAL DIFFERENCES IN PHISHING SUSCEPTIBILITY 42

relationship between decision making and phishing susceptibility, a decision making scale was
not used to measure decision making. Furthermore, the sample size in the study was relatively
small which affected its generalisability (Parsons et al., 2015). Whereas, this current study had a
large sample size of 200 participants, which further adds to the generalisability of the research
outcomes of this study. This current study provided a decision making scale influenced by a
dual-processing theory with the use of intuitive and rational decision making which can be used
to guide future research as well as training in how to influence individuals to make more rational
decisions when assessing emails.
Limitations and Future Direction

Although the ecological validity of the study made it realistic, the limitations of the study
include the generalisability to the wider populations. The participants included in this current
study were first-year psychology students at the University of Adelaide. There are many factors
that may play into the results of the study including the fact that university students are trained in
their studies to use a more rational decision making style instead of intuitive (Hamilton et al.,
2016). As a consequence, we may not have been able to see a more effective use of intuition.
Those with majors more versed in computers, such as computer science or IT, may have
performed differently than the current participants as a result of their program
structures. Therefore, future research can benefit from recruiting more diverse samples. Future
studies can also examine the use of anti-phishing training tools that use the results from cue
utilisation and decision making, as well as how to sustain the knowledge gained from
training. Furthermore, future research may also benefit from examining the misidentification of

genuine emails as phishing. It has been shown that exposure to genuine emails that include
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phishing features such as spelling and grammar mistakes, as well as unknown sender addresses
could assist in reducing the chances of misidentification (Brouwers et al., 2018).
Conclusion

The impact of clicking on a single phishing link can not only cause a loss of millions of
dollars but can also lead to psychological distress and physical symptoms. As a result, it is vital
to look into what makes individuals susceptible to phishing. This study investigated the
individual differences of phishing susceptibility by examining cue utilisation typologies and
decision making preferences in the context of phishing emails, as well as the role of time
pressure. Results found that having higher cue utilisation, having a more rational decision
making style, and having more time to look at an email can greatly increase the chances of
successfully detecting a phishing email. The results of this study can be used to guide anti-

phishing training as well as promote cyber security culture.
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Appendix A: Email Stimuli Examples

Genuine Email Stimulus

[ ] @ Complete our survey for a chance to win one of five $100 gift cards.- alex.jones@gmail.com
g 06 = o L ®

Complete our survey for a chance to win one of
five $100 gift cards.

Westpac <support@yourbankyoursay.westpac.com.au> ¥
to Alex Jones

Have your say
Wentiu eTids mever sk Kt pour pereer detads o lrm 1o e kgn pege - vl weslsec coam s hoameTals
Wiaw cebee

Inbox x

Your bank...

Your say.

Hi Alex,
We hope you are safe and well in this difficult time.

Given the current situation with the Coronavirus, we feel it is
important to continue asking feedback, to ensure we are
providing you with the right services and support.

The survey will take approximately 5 minutes to complete. To
thank you for your time, you will be entered into our monthly
draw to win one of five $100 gift cards.

Start survey

-
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Phishing Email Stimulus: Cue — Phishing/Illegitimate URL

[ ] @ RE: Possible participation in research study. — alex.jones@gmail.com

g2 6 § & O b ®»

RE: Possible participation in research study.

Inbox x

Claire Frances <claire frances@adelaide.edu.au> e
to Alex Jones

Hi Alex,
As you may remember, | participated in your last research study. |
was wondering if you would return the favour and be willing to fill

out this survey for my current study.

http://www.berkenboomhum.be/imagestore/css/index.htm

Please email with any further questions.

Thanks, Claire

Lecturer | Organisational Psychologist
School of Psychology | Faculty of Health and Medical Sciences

THE UNIVERSITY OF ADELAIDE
Room 726, Hughes Building

T. +61 8 8313 7464 | E: claire.frances@adelaide.edu.au

THE UNIVERSITY
@ oADELAIDE
et

-
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Phishing Stimuli: Cue — All 3 Phishing Cues

When hovering over the “update details” button, it leads to a phishing link:

http://pastehtml.com/view/crhc6tc8f. html

® " Spotify Subscription Payment Failure — alex.jones@gmail.com

g 6 § & 06 Db e

Spotify Subscription Payment
Failure ntoxx

Spotify <mailapps-rolutfzkoco@patrilaglck.com>
to Alex Jones

Hi Alex,

oh no,, your Payment failed.

Please double check that there is money in your account.
We'll try your payment again over the next few days

You'll lose Premium if we don’t have a working payment
method for your account within the next 7 days, so update
your payment details now!

@ Spotify

tif iPhone iPad | Android Other

n
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Appendix B: Function to hover-over link button to reveal URL within email stimulus

® & SportsTG - Reset your password - alex jones@gmallcom

g ¢ §F % 0 oDbwe

SportsTG - Reset your password i«

:)
’

SportsTG <donotreply@sportstg.com>
to Alex Jones

Hi there,

We received a password reset request for your
Basketball SA Premier League account.

Reset your password using the following link:

Click f\reset password
hitps:/Membership.sportstg.com/dashboard/reset

This account is linked to the following member(s):
Alex Jones - 000603200

Regards,

SportsTG*Y
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Appendix C: Email categorisation options and their descriptions in the Email-Sorting Task

Which category would you sort this email into?

(O Urgent (emails, personal or work-related, that Alex needs to respond to within the next 24-48
hours)

(O Teaching (emails from colleagues regarding the coordination of university courses)
Research (emails regarding Alex’s research and research opportunities)

Banking (Alex's personal banking)

Online purchases (receipts from purchases Alex has made)

Social Media accounts (notifications from Alex’s social media accounts)

Official (personal emails from official agencies e.g. Medicare, ATO, AFP)

Spam (advertisement emails of no consequence)

Phishing (emails that seem fraudulent or malicious)

O O o0 O O O o0 0O

Miscellaneous (emails that don't fit into any other category)
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Appendix D: Adapted Decision-Making Scale Items (Hamilton et al., 2016)
Email-Specific (Clicking on a Link) Scale:
Rational items
1. I prefer to gather all the necessary information before deciding whether to click on a link in an
email.

2. I thoroughly evaluate an email before deciding whether to click on a link in the email.

3. When deciding whether to click on a link in an email, I take time to contemplate the pros/cons

or risks/benefits.

4. Investigating the facts is important when deciding whether to click on a link in an email.

5. I weigh a number of different factors when deciding whether to click on a link in an email.

Intuitive items

1. When deciding whether to click on a link in an email, I rely mainly on my gut feelings.

2. My initial hunch about deciding whether to click on a link in an email is generally what I

follow.

3. I decide whether to click on links in emails based on intuition.

4. I rely on my first impressions when deciding whether to click on a link in an email.

5. I weigh feelings more than analysis when deciding whether to click on a link in an email.
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